WPA2 Secure Wireless Access - Windows Vista

Providing single-sign-on wireless access to campus users

What you'll need

Need help?

O Your NetID and Active Directory password

(or, for guests, a guest ID and guest password)

O A wireless card that supports WPA2 and 802.11 a/b/g
(older wireless cards don’t always provide WPA2 support)

O Ulwpa2 wireless signal with good or excellent signal
strength

Getting connected

More detailed documentation is available at
http://cites.uiuc.edu/wireless/wpa2.

You can also contact the CITES Help Desk.

. Phone 217-244-7000

. Email consult@illinois.edu

o Walk in at 1211 DCL, 1304 W. Springfield,
Urbana (from 8:30 a.m. to 5 p.m.)

Please call in advance to make an appointment, and allow az least 30
minutes of time for the diagnosis and troubleshooting process.

1. Go to the Start menu -> Connect To -> Ulwpa2,
then choose “Enter/select additional log on information.”

Additional log on information is required to connect to this network.

Voumay need to select a certificate or enter a user name and password to connect to this

2. Log in with your NetID and Active Directory password
(or your guest ID and password)

| User name: yournetlD

Eassword: ...........l <AD password

Logon domain:

Save

his user name and password for future use

[ Cancel ]

3.“Enter/select additional log on information” again.

Additional log on information is required to connect to this network.

Voumay need to select a certificate or enter a user name and password to connect to this
network

(continued &)

CITES

http://www.cites.uiuc.edu

4. OK the Thawte Premium CA server certificate.

Validate Server Certificate il

The Root Certification Authority for the server's certificate is: Thawte -
Premium Server CA

If this is the correct certificate, dick OK to connect and you will not see

this message again. Click CANCEL to drop connection,

5. You should see a “successful connection” notice.
> If this is your laptop and you always use it on campus,
you can leave all the boxes checked.
> If this is a shared or lab laptop, or if it’s usually off campus,
uncheck the boxes.

Successfully connected to Ulwpa2

[¥] Start this connection automatically

6. If asked for a network location, select “public location.”

=== Public location

Choose this for airports, coffee shops, and other public places or if you are
directly connected to the Internet, Discovery of other computers and devices is
limited.

Now you're connected to the Ulwpa2 wireless service.
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