WPA2 Secure Wireless Access - Mac OS X

Providing single-sign-on wireless access to campus users

What you'll need Need help?

O Your NetID and Active Directory password More detailed documentation is available at
(or, for guests, a guest ID and guest password) http://cites.uiuc.edu/wireless/wpa2.

O An AirPort Extreme wireless card You can also contact the CITES Help Desk.
(old AirPort cards from 2002 and earlier do not work) o Phone 217-244-7000

. Email consult@illinois.edu
o Walk in at 1211 DCL, 1304 W. Springfield,
Urbana (from 8:30 a.m. to 5 p.m.)

O Ulwpa2 wireless signal with good or excellent signal
strength

Please call in advance to make an appointment, and allow az least 30
minutes of time for the diagnosis and troubleshooting process.

Getting connected

1. Select Ulwpa2 under your AirPort icon
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AirPort: On

Turn AirPort Off 2. Log in with your NetID and Active Directory password
Ulphone (or your guest ID and password)
UlpublicWiFi enn AirPort

UlUCnet

The selected AirPort network requires a password to join.
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aw

Create Networl... Wireless Security: WPA Enterprise

Use Interference Robustness User Name: yournetid

Open Internet Connect... Password: eseses| < 'fourAcive Directory password

802.1X Configuration: | Automatic f 3']

"I Remember password in my keychain
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0.0.0 Verify Certificate

V) 802.1X Authentication
n- The server certificate is not trusted because there are no explicit trust
t !:@ settings.
Certificate check box
(If prompted about server certificate trust settings, usually on

¥ “Always trust these certificates

5] Thawte Premium Server CA the first connection):

s [2] neauthl.cites.uiuc.edu

3. Click the Show Certificate button to show certificate details.

neauth l.cites.uiuc.edu
Issued by: Thawte Premium Server CA

e Thursday seprember L 2008 100804 P €T 4. Select Always trust these certificates
is certificate is valid

LA for neauthl.cites.uiuc.edu (or neauth2.cites.uiuc.edu).

When using this certificate: ®
Extensible Authentication (EAP) 5. Click Continue.
X.509 Basic Policy
» Details
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& Once your authentication finishes, you're connected to the

4 Ulwpa2 service.
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