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What is Spam?
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Unsolicited email sent to large
numbers of people claiming to sell
or promote products and/or services

Viruses
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Expectations
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Will significantly reduce spam

Will effectively eliminate known
viruses from delivery.  Viruses are
deleted

Will work for some better than for
others

Will not be perfect!
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Caveats
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Must use netid@uiuc.edu

netid@anythingelse.uiuc.edu may
bypass CITES altogether

A method to manage your spam.  It
will not stop spam from being sent



www.cites.uiuc.edu/spam

Definitions
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Spam Score
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A score attached to each incoming
piece of email from 0 (not spam) to
100 (definitely spam).

The score can be found in the
message headers and looks like
this:



X-Spam-Score: 0
X-Spam-Details: rule=aggressive_notspam
policy=aggressive score=0 mlx=0 adultscore=0
adjust=0 engine=2.5.0-05041900
definitions=2.5.0-05041902
X-Spam-OrigSender: netid@uiuc.edu
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Spam Quarantine
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Location where email classified as
spam may be held for action by the
client or deletion. Individual messages
will remain in your quarantine for 10
days, at which point they will be
automatically deleted.
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Digest
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A daily email message sent late at
night containing a list of spam
messages received since the last
digest.

Sent from Spam-Control@uiuc.edu
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Safe Senders Lists
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Global Safe Senders List - Set by CITES
Safe Senders List - Set by client

Addresses in these lists will never be
identified as potential spam by CSC and
will always be delivered to your mailbox
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Blocked Senders Lists

13

Global Blocked Senders List - Set by CITES
Blocked Senders List - Set by client

Addresses in this list will always be blocked
by CSC and will never be delivered to your
mailbox



Personal Safe Senders List
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Personal Spam Policies (PSP)
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User selectable spam handling options

Each of the available policies treats
spam slightly differently – users can
freely select or change their PSP at any
time
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Options for identifying spam
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Tag

Cautious

Aggressive

No-Quarantine
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Tag: Spam headers added - no
quarantine
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All email is sent through the system.
Spam is identified, tagged with a
spam score and then all email is
delivered as usual
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Cautious: Certain & likely spam sent to
quarantine, no messages deleted
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Non-spam delivered as usual

Email identified as spam is sent to
quarantine

No messages are deleted

Use digest to release messages
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Aggressive: Certain spam deleted, likely
spam sent to Quarantine
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Non-spam delivered as usual

Email identified as definitely spam
is deleted

Email identified as possible spam
sent to Quarantine

Use digest to release messages
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No-quarantine: Certain spam deleted, No
quarantine
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Non spam and likely spam
delivered as usual

Email identified as definitely spam
is deleted

No quarantine



Profile/Setting
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My Accounts
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Click the Profile button in the lower
left-hand corner then on Account to
view your email aliases.

Alternate list of addresses that
CITES Spam Control processes
(managed by the Service Manager)



Profile/Accounts
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Reporting False Positive/Negative
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False Positive = Identified as spam, but is
valid email
Forward to report-notspam@uiuc.edu
False Negative = Identified as valid email,
but is spam
Forward to report-spam@uiuc.edu
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Issues
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Mass Mail
Listservs

Exchange Account Issues
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Using CITES Spam Control
https://spam-control.cites.uiuc.edu/
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